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Social Media Roundup

Agenda

Thi s weekoO0s Soci al Medi a
steps that can help protect your personal information
and privacy while on Facebook.

A Introduction
A 9 Critical Steps
A Additional Resources
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A Facebook is an effective tool Army organization members can use to
communicate their messages and tell organization stories. Facebook is also a
way for Soldiers to stay connected. But Facebook use is not without its risks.

A Sharing too much information on Facebook can result in OPSEC violations,
identity theft, spam, home break-ins and computer viruses.

A Using social media platforms like Facebook should be a balance between
communicating with friends and family and protecting your privacy and online
safety.

A Facebookodos default privacy settings ar
various setting options that help Facebook users adjust and customize their

privacy settings.
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9 Critical ISiepss

#1: Friends Only

#2: Less Sharing

#3: Personal Protection

#4: App Remover

#5: Limited Access

# 6 . Donot Take
#7:. Stealth Mode

#8: Good Networking

#9 . Donot Beco
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Step #1i:: Fniends=Onlyy
A To take a closer look at your settings, click on your account at the upper right

corner of your page. As youol |l Ssee, i
privacy settings will be set to the Facebook default.

Home Profile Filar =i~ Account « r

. B Sharlng on Facebook

settings control who
Edlt FFIEI'II:IS Everyone Everyone Friends of Friends Friends Only
‘Your status, photos, and posts .
Friends of Friends ) o )
LISE FEIEEIIIEIEIk. as F'EIQE Bio and favorite quotations

Friends Only Family and relationships
! . Photos and videos you're tagged in
Account Settings p——— v - o
| Religious and political views
. . Birthday
§= Lmlf o
Flrl"'l dc!l" 'J':thng"‘ Permission to commen t on your posts

Places you check in to

i HElI:l ':EI'ItEF Contact information

Share a tagged post with friends of the friend I tag

Logout

# Customize settings « Thisis your current setting.
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Friends: Only,

These are the settings recommended by the Army. Sharing only with friends
el i minates the risk of your content fe&
met.

A When you | ist something as ndothero it
settings further than the categories offered in the first three columns.

(B} Sharing on Facebook
Evervone Friends of
¥ Everyone Friends Friends Only Other
Friends of Friends My status, photos, and posts
. Bio and Fawvorite guotations
Friends Only
Farmily and relationships
Photos and videos I'm kagged in .
Recommended Feligious and political views

Birthda
Custom v Y
Zan comment an pasts

Places I checkin to [2]

Cankack information

# Customize settings ¥ This is wour current sething,
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Step #2: lLess:shanng o
A After changing the basic sharing sett]

link at the bottom of the page. This will allow you to further customize what
you share with others.

[ Sharing on Facebook
Evervone Friends of
¥ Everyone Friends Friends Only Other
Friends of Friends My status, photos, and posts .
. Bio and favorite quokations .

Friends Only
Family and relationships .
Phaotos and wideaos I'm tagged in .

Recommended Religious and political views .
iZan comment on posks *
Flaces I check.in to [7] .
iZontact information .
# Customize sethings " This is wour current sething,
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Less: Sharnmgg

A Once youdve clicked through to the fAcu
recommends you change your settings to match the screenshot below.

Customize who can see and comment an things you share, things on your Wall and things you're tagged in.

Things I share EEDI;S: :?E‘I:}:i:;l?or posts, including status updates and photos | & Friends LTS |
Family | & Friends Only ~ |
Relationships | & Friends Only ~ |
Interested in and looking for
Bio and Favorite quotations | & Friends Only ~ |
Website | & Friends Only - |
Religious and political views
Birthday | & Friends Only - |
Places I check in to | & Friends Only - |
Include me in “People Here Mow™ after I check in 7 Enable
wisible to friends and people checked in nearby (See an example)
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Step #3:: Personah Protectionn

A Once you change your sharing settings, take a look at the other setting

options. Click on Aview settingso at t
A This takes you to a page where you can control your privacy settings even

further.
A Once you click through, youoll be abl e

and who can view your basic information.

Choose Your Privacy Settings

[©] Connecting on Facebook -
Control basic information your friends will use to find you on Facebook. View Settings

[[B} Sharing on Facebook

These settings control who can see what you share,

Everyone Everyone Friends of Friends Friends Onhy

bl WWW.ARMY.MIL

[EXTH  THE OFFICIAL HOMEPAGE OF THE UNITED STATES ARMY

Qe &0




Personal/Protectionn

A Once on this

page, the
Army
recommends
changing all
of the default
settings to
match those
on the right.

Social Media Roundup

Choose Your Privacy Settings»

| 4 Back to Privacy |

Basic Directory Information

Preview My Profile

Your name, profile picture, gender and networks are always open to everyone (earn why, We suggest leaving the other basic
settings below open to everyone to make it easier for real world friends to find and connect with you,

OQ Search for me on
Facebook

45, send me friend
requesks

@ Send me messages

Ay see my friend list

i See my education and
work

ﬂ See my current city
and hometown

ﬁ See my interests and
other Pages

This lets friends find you on Facebook., IF vou're visible to Fewer
people, ik may prevent you From connecting with vour real world
friends.

This lets real world Friends send wou Friend requests, IF not set ko
everyone, ik could prevent vou From connecting with wour Friends,

This lets friends wou haven't connected with wet send wou a
message before adding wou as a friend.

This helps real world friends identify wou by Friends wou have in
common, Your Ffriend list is alwavs available to applications and wour
conneckions to Friends may be visible elsewhere,

This helps classmates and coworkers Find wou,

This helps Friends wou grew up with and Friends near wou confirm it's
really wou,

This lets wou connect with people with common inkerests based on
things wou like on and off Facebook.,

| & Friends of Friends ~ |

[~ Everyone +

| & Friends Only = |

| & Friends Only ~ |

| & Friends Only = |

| & Friends Only « |
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Personal/Protectionn

A CO nt' nue mOV| ng Things others share Photos and videos I'm tagged in ' & OnlyMe + '
down the page and | |
m ake C h an g eS to E’?l?if?mwfgti 3-n: ph?-i.tdf Wall posts, and photos & Friends Only ¥
Wh at Oth ers can Friends can post on my Wall M Enable

share on your page
and who can view
your contact Friends can check me in to Places e
information. Follow
the suggested

Can see Wall posts by friends & Friends Only ~ ]

. . Contact information Mobile phone ' & Only Me + ‘
settings on the right. T——
Other phone , & Only Me + .
Address ' & Only Me + ‘

IM screen name v & Friends Only +

-@gmail.com ' & Only Me + A

sy
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Step #4.: AppRemoverr

A NeXt, go back to your Settings Choose Your Privacy Settings
page and click on
: Y : ] Connecting on Facebook
We b S I t e S O I I n k a' t Contral basic::formatinn your friends will use to find you on Facebook. View Settings

the page. [2 Sharing on Facebook
A By default, apps have access to R
your friends list and any SR s o
information you choose to share Friends of Friends Bl and faveite quotatons
with everyone. riendsony A —
A This page allows you to delete _m"de'd . T
apps you do not trust Permission to comment on your posts

Places you checkin to

Contact information

# Customize settings

[
g2 Apps and Websites @ Block Lists
Edit your settings for using apps, games and Edit your lists of blocked people
websites, apps.
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A Make sure you remove any unwanted applications and make your game and
application activity visible to friends only.
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